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. Certified Information
CISM Security Manager
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— forensics

— forensics

— malware

— malware

— forensics

— malware
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Security
Manager

BT

supervisor forensics
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Redline

AERYETTAIVENEBLTEEDHDOFTHDRIERANRAEZITIV—ILTT,

System Requirements

Windows 8 (32-bit and 64-bit versions)
Windows 7 (32-bit and 64-bit versions)
Microsoft Vista (32-bit version)

| Windows XP SP2 (32-bit version)
S ~Li.s | Windows Server 2008 R2 (64-bit version)
Windows Server 2003 SP2 (32-bit versions)

Windows Server 2003 SP2 (64-bit versions)

T 1013
i zg‘f‘: ‘ 5
i
i
§
|

i
117}

i mmm ; v"“,“‘
I i?'
gig 'C-

$
ti“%

i
%

|
Ii‘
it

S ar s b

FilEsTRE
P34 fas
RS FR RS2 2

fm e Dl 5 = Windows Server 2000 SP4 (32-bit version)

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/



Al ER, A, REGED - RAAZELFY. 17

Memory | Disk | System | Networkl 0ther|

Show Advanced Parameters

| Memory| Disk |Sy5tem | Networkl omer|

Show Advanced Parameters

Process Listing

[¥] Handles
Sections
Imports
Exports
[¥] MD5

SHAZ56

[¥] Drivers Enumeration

Imports
Exports
[¥] MD5

SHAZ56

Hook Detection

DT
SSDT Inline

Acquire Memory Image

[¥] verify Digital Signatures

[¥] Ports

Strings

[#] Verify Digital Signatures
Detect Injected Sections
SHA1L

MemD5

[#] verify Digital Signatures
Strings
SHA1

SSDT Index
Drivers

Acguire an image of memory that can be used to accurately acquire process memory and drivers
during analysis in Redline.

[¥] File Enumeration

Include Active Files (Raw Only)
Parse NTFS INDX Buffers (Raw Only)
Analyze Entropy

Enumerate Imports

Verify Digital Signaturas

Include Directories

Get Resourcas

MD5

SHA256

Disk Enumeration

[¥] Disks

Include Deleted Files (Raw Only)

Analyze File Anomalies
Enumerate Exports
Strings

Include Files

Get Version Info

SHAL

Valumes

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/
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m System | Network | Other Show Advanced Parameters | Memory | Disk | System | Metwark | Other | Show Advanced Parameters

System Information Network Information

Machine and OS Information [¥] User Accounts Port Enumeration [¥] ARP Tables

Analyze System Restore Points [#] Analyze Prefetch DNS Tables Routing Tables

Registry Hive Enumeration Browser History
Registry Enumeration Cookies [#] File Downloads

Form History URL History

Event Logs Thumbnails (Firefox Only) Indexed Page Content (Firafox Only)

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/



R KEE, A REGCEDZRAAZELFY. 32

[ Memary | Disk | System | Network | Other |

Show Advanced Parameters

Services
¥ MDS
SHAZ56

[¥] Tasks
¥ MD5
SHA256

[¥] Common Persistence Mechanisms

[¥] Analyze Entropy

[¥] Enumerate Imparts
Get Resources

MD5

SHA256

SHAL
[¥#] Verify Digital Signatures

SHAL
[¥#] Verify Digital Signatures

[¥] Analyze File Anomalies
[¥#] Enumerate Exports
Get VersionInfo

SHAL

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/
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Redline®@ F|FAA A—

1. Create Collector in Redline 2. Run Redline Collector on
and save on USB drive host

v ™~

with Redline installed '\ / \ /" Potentially compromised host

4. Import collected data into 3. Save collected data on USB
Redline for analysis drive

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/



A ER, A, REGED - RAAZELFY. 21

Redline®% o> O0—KF|E

Y—ILERE A=K T 5= LLFOURLIZCZVEALEFET,
https://www.mandiant.com/resources/download/redline

(- @ Mandiant Corperation (US) | https://www.mandiant.com/resources/download/redline v ' Redline P ﬁ' B ¥ @ =

[ £<RB~<—=(| | IBM | | CSIRT [ | IBM

[ 15 Edge | - ‘ | [ Q) - Translate l [ & Lin...| - ]
-
NEED IMMEDIATE ASSISTANCE? CLICK HERE. Q
COMMUNITY
E ANDIA N'I-. THREAT LANDSCAPE SERVICES PRODUCTS TRAINING ABOUT US NEWS & EVENTS PBESOURCES L
A FireEye™ Company 0
HOME > COMMUNITY RESOURCES > SOFTWARE DOWMNLOADS > REDLINE ®
Software Downloads
Redline ® COMMUNITY RESOURCES
Accelerated Live Response Mandiant Reports v
Redline, Mandiant’s premier free tool, provides host investigative capabilities to users to find signs of malicious activity Analyst Research i’
through memeory and file analysis, and the development of a threat assessment profile. With Redline, users can: Free Scftware b
Thoroughly audit and collect all running processes and drivers from memory, file system metadata, registry data, Open 10C »
event logs, network information, services, tasks, and web history.
Analyze and view imported audit data, including narrowing and filtering results around a given timeframe using
Redline’s Timeline functionality with the TimeWrinkle™ and TimeCrunch™ features. Oury A
Streamline memory analysis with a proven workflow for analyzing malware based on relative priority. MUNITION™ BLOG ‘ Iﬂ...
Identify processes more likely worth investigating based on the Redline Malware Risk Index (MRI) score. X v
Perform Indicator of Compromise (I0C) analysis. Supplied with a set of IOCs, the Redline Portable Agentis Looking Ahead: The State of Incident Detection and
automatically configured to gather the data required to perform the I0C analysis and an 10C hit result review. Response in 2015

2014 brought about a multitude of high-profile breaches, critical
In addition, users of FireEye’'s Endpoint Threat Prevention Platform (HX) can open triage collections directly in Redline vuinerabilities, and newly-discovered threat groups. Has this

in order to perform in-depth analysis allowing the user to establish a timeline and the scope of an incident. exposure and awarenacs changed the way companios aro
approaching security, incident detection, and containment and

Want more information about Redline? Check out our M-Unition Blog. response? How will targeted attacks continue fo evoive? | sat dowrn
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ORedine AT ED 12— ILDIERKFIE
“Create a Comprehensive Collector’l&., 8 & HET—2HUNEEITLVET,

Redline’

Collect Data

Create a Standard Collector >

Create a Comprehensive Collector

Configures a package which will collect
all of the data needed by Redline as well
as additional data for Indicator of
Compromise searches

Create a Comprehensive Collector >

Create an 1I0C Search Collector >

Analyze Data
From a Saved Memory File >
Open Previous Analysis >

HAT: 7747 - 7 A4 %K &4t https://www.mandiant.com/
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@ RedlineD A1 E® 2—ILDYERFIIE

T—A3WRETH-ODED 21— ILERET 50, R TIAHINT —EERLET,
—D—ATIE, TRedline ] EWVITAHI AT —ZFERLELTz. EV2—ILDREFFZRZETE
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K% & » AAS11717 » Downloads » v |4
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RELEZERTELRIE.OKEVIYILET , AIZR TSN RY T 7T BRI R
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You Bawe Chosen 19 Croate 3 Standard Collector

The standard cobiector il coiect the Jats recmasry 15 Jerform & Racline Anslyus foused on memmary Sesec sicits. Note: ther wil nct enase th oons for the
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@RedinerEDA—ILOEHAFIE

FAERNROPCTEYA—ILIMREIN-TAHILET —FFHZTET .
RunRedlineAudit.batZ@2')voLE 9, CNIZKYRAEBE T —FDOINELFHIRSNE T,

¢ BRICAD HHl =l
B Fo>0-F ) x64 2015/01/13 16:03
. A 1. x86 2015/01/13 16:03
':'E EEES LR elevate.cmd 2014/06/09 16:25
| elevate.vbs 2014/06/09 16:25
finishAnalysis.js 2014/06/09 16:24
& S1I5Y getNextSessionFolder.js 2014/06,/09 16:24
B FFaxzb Helper.bat 2014/06,09 15:00
E E9Fr || MemoryzeAuditScript.xml 2015/01/13 16:03
B =7 Readme, bxt 2014/06/09 16:25
J =i-—Tws RunRedlineAudit.bat 2014/06/09 16:26

M JEFa—4&5—
& 01l T A4 (C:)
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BRedlinel =& 3EAEFIE

ZIhilE. RedinelZ k5B AEFHRBALET , £9 (L. Analyze Datah 0pen
Previous Analysisz 1) L TL=Eby,

Redline’

Collect Data

Create a Standard Collector >
Create a Comprehensive Collector >

Create an IOC Search Collector >

From a Saved Memory File

Analyze Data

From a Saved Memory File > Collects available data from a Saved

Memory Image file and analyzes it

Open Previous Analysis >

HAT: 7747 - 7 A4 %K &4t https://www.mandiant.com/
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BRedlinel =& 3EAEFIE
EHREAUIWNET A-ODED 21— ILIMRTFESINTWAEATIZREILE T,

Z ZhHi5[Sessions]—[AnalysisSession]Z#ERLE T,

| « Downloads » Redline »

=E

FLLIA IS —

=E

FLLIA IS —

W BRICAD
8 ¥orO—R
B SRy
L BERTRURSE

= a P,
E Rfaxybh
E EoFv
EFA
& I1-—>vs

D s BVl = Y~ B

2]

) X64

1. x86

-~

2015/01/13 17:22
2015/01/13 20:21
2015/01/13 17:21

271
Z74IL
274

v <

J »

J7AILEA(N):

v [Malwane Analysis Sessions ( .v]

[ <o) | [#r>tn |

W BRICAD
8 FovO0—-R
SRy T

E BIERRURSEF =

= R 1)
E Rfaxybh
E EoFv
EFA
& I1-—>vs

D s BVl = Y~ B

J7AILEA(N):

-~

2]

_ AnalysisSession

2015/01/13 20:22 J7AiL

<

J »

- [Malwane Analysis Sessions ( .v]

[ B<@ | | £r>t |
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BRedlinel =& 3EAEFIE

RIZHEEFHmansD 774/ ILEERLET,
4 EIM 4 —RTI&. [AnalysisSessionl.mans]&&iR 35 ERedlinel 2T —A2HN 5k &
EINFET  FARAAZIE B+ EMNMYET,

Bim<

Kl | < Sessions » AnalysisSessionl » <[+

=E v FLLIAIS—

Kk BEEAD g
B Fo0—FK I\ Audits 7 )
B RN T | ] AnalysisSession1.mans 2015/01/13 20:22 Mandian}
| BIERR USRS

= S1735Y
B =
E EoFv
= R
R R

T PO U] | ’

J7AIL&(N): AnalysisSessionl.mans [MalwareAnalysis Sessions ( v]

[ B<@ [+ [ vt ]
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BRedlinel =& 3EAEFIE
AAMTETITHE UTDISHEEMARTIENET,

T30

L

Host | IOCReparts |

fvat Collectad

—

Analysis Data . -
Start Your Investigation R e o S
System Information
Processes :
Hicarchics! Procasses System Information
Operatng System: Windows 7 Professional 7601 Service Pack 1
File Systerm Domain: WORKGROUP
Windows Sanaces Host:
Persistence Primary IP Address:
Event Logs
Tasks = < .
Ports I am Reviewing a Triage Collection from HX
Driver Modules Radline® works with FireEye Endpoint Thraet Prevantion Platform (HX)™ to hefp secunty analysty triage events they are reviewing n thair SIEM / Log Manasgement solution., HX
Device Tree Integrates with these tocis and automatically performs a “Triage Collection™ on any endpoint involved in an alert
Hooke }

s You can open these Triage Collactions in Redline and se the Timatine view to ssarch for the network activity (by 1P or DNS namej or hast activity (such as maliclous file name} and
DNS Entries ducover what process caused the activity. Using Rediing festures like TimeWrinkles™ &nd Timedne filtering (by process, for exsmple) you can see what the process sctuslly did: what
ARP Entries feles ¢ created, what netivork connactions @ gensrated, and what registry keye & changed. This makes it easy to quickly dssess whether the afert is a true compromiss or not.

Route Entries
Disks
V“”"”’“ I am Investigating a Host Based on an External Investigative Lead

i [ When you are starting with 3 piece of external Information mdicating that the host requires further sxamininng, you should start your investigation by wing the Timsline and it
Browser URL History "powerfull TitEring capabilities to quickly hone In on your investigative l=ad and from there find additional items of interest to follow.  If your Intial I2ad 15 o trmeframe of susplcious
Cooxie History activity identified by an 1DS, you can use TimeWrinides™ to filtsr all svents that accured amund that timeframe, If your initisl ead s malioous sctivity by & process or single user
Fiie Download History identified by an Indcator of Compromise, then you con usa the Unique Process and Username filters to show oaly events that wers generated by them,
Timeline
Tags and Comments
Acquisition History WZ’:

I am Reviewina a Full Live Resnonse or Memorv Imaae

Hf: 2747 - 7 4 #% R &4t https://www.mandiant.com/
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