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IoTOiH5R  IBM Bluemix Garage Method
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IBM Bluemix Garage Method
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Continuously experiment
to deliver the right solution
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HREZY ) a—a EElTd)

Create innovative solutions fast
(EFRV) 21— 3 EBLMED)

Ensure operational excellence

(BRFEBMETEELGLDICT D) Accelerate time to market and
reduce costs
(FIZICH 5 FE TORREZMEL.
JXMETFIF5)

Transform & innovate with speed

(RE—FDHHEELEZR)

Services, option, and capabilities to run solutions
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= GSMA loT Security Guidelines GSMA:GSM7Y/¥ T —3Y
— http://www.gsma.com/connectedliving/future-iot-networks/iot-security-quidelines/
» CSA New Security Guidance for Early Adopters of the loT

— https://downloads.cloudsecurityalliance.org/whitepapers/Security Guidance for Early Ad
opters_of the_Internet_of Things.pdf CSA: EEFEAISYREXL)TFATSATUR
» The OWASP IoT Topl10 Project

— https://Iwww.owasp.org/index.php/OWASP Internet of Things Top Ten Project

" OTAloT Trust Framework OTA:Online Trust Alliance
— DHEABZRDOHEE. IITST LT NALRDEF 1Y TAHEDHARS A

— https://otalliance.orqg/system/files/files/initiative/documents/iot trust framework released
3-2-2016.pdf

= ENISA Security and Resilience of Smart Home Environments

— https://www.enisa.europa.eu/activities/Resilience-and-ClIP/smart-infrastructures/smart-
homes/security-resilience-good-practices ENISA: B 2wk —AfE$R 11 F(FF
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Using This Guide Effectively

1LIOTY AT LDETILEHL
2BRDEF 1T BR)ETINETETS
SHERELX AT+ EERTTTS

APl
API| |-

Partner APls

- Service Model
- Security Model
-FAQ
*Recommendations
- Critical
- High Priority
- Medium Priority
- Low Priority

€ BV security

loT Service
Ecosyrtem

(VR -

Communications Endpoint
Networ- F~asystem

CLP.11

loT Se :urity Guidelines Overview
IDocument CLP.14

CLP.12

loT Security Guidelines
for loT Senvice

. Ecosystem

loT Security
Guidelines for
Network
Operators

H #: GSMA loT Security Guidelines
(http://lwww.gsma.com/connectedliving/future-iot-networks/iot-security-guidelines/)

—> sEELTHETE —P

6.Bli& RELEZT S

User Experience

*Network Security Principles
Privacy Considerations
*Services Provided

by Network Operators
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loT Security Guidelines for Endpoint Ecosystems|Z#17%
X2 T4ETIL. FAQR U HE XI5 (Critical. High Priority)

4 The Security Model

41
432
43
44
45

MNetwork Communications Attacks
Accessible Network Services Attacks
Console Access Attacks

Local Bus Communications Attacks
Chip Access Attacks

5 Frequently Asked Security Questions

51
h2
53
54
55
bb
BT
5B

59

5.10
5.11
512
513
514
515

How do we Combat Cloning?

How should | Secure the Endpoint Identity?

How do | Reduce the Impact of an Attack Against the Trust Anchor?
How do | Reduce the Probability of Endpoint Impersonation?

How do | Disallow the Ability to Impersonate Services or Peers?
How do | Disallow Tampenng of Firmware and Software?

How do | Reduce the Possibility of Remote Code Execution?

How do | Disallow Unauthorized Debugging or Instrumenting of the
Architectura?

How should | handle Side-Channel Attacks?

How should | Implement Secure Remote Management?

How do | Detect Compromised Endpoints?

How do | Securely Deploy a Device Without a Back-End Connection?
How do | Ensure my Consumer's Privacy?

How do | Ensure User Safety While Enforcing Prvacy and Security?
What Issues Should | Mot Expect To Resolve?

H #: GSMA loT Security Guidelines

Critical Recommendations

6.1  Implement an Endpoint Trusted Computing Base

6.2 Utilize a Trust Anchor

63 dhmea Tamper Resistant Trust Anchor
64 Define an API for Using the TCB

6.5 Defining an Organizational Root of Trust

6.6 Personalize Each Endpoint Device Prior to Fulfilment
6.7  Mimmum Viable execution Platform (Application Roll-Back)

6.8 Uniguely Provision Each Endpoint
6.9 Endpeint Password Management

6.10 Use a Proven Random Number Generator
6.11 Cryptographically Sign Application Images

6.12 Remote Endpoint Administration
6.13 Logging and Diagnostics

6.14 Enforce Memory Protection

6.15 Bootloading Outside of Internal ROM
6.16 Locking Cntical Sections of Memory
6.17 Insecure Bootloaders

6.18 Perfect Forward Secrecy

6.19 Endpeint Communications Secunty
6.20 Authenticating an Endpoint ldentity
High Priority Recommendations

7.1 Use Intemal Memory for Secrets

7.2 Anomaly Detection

7.3 Use Tamper Resistant Product Casing

74 Enforce Confidentiality and Integrity to/from the Trust Anchor

7.5  Ower the Air Application Updates

7.5  Improperly Engineerad or Unimplemented Mutual Authentication

7.7 Privacy Management
7.6 Privacy and Unique Endpoint ldentities

79 Run Applications with Appropnate Prvilege Levels
7.10 Enforce a Separation of Duties in the Application Architecture

7.11 Enforce Language Security

(http://lwww.gsma.com/connectedliving/future-iot-networks/iot-security-guidelines/)
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— The ISO/IEC 2700 Series  fems g

— ISA/SP99 — IEC62443
— NERC CIP 001 - 009
— NIST SP 800-53 1 T I
_ NIST SP 800-82 E DRARMUNMICATIONS LINK B fisi g
— NIST IR 7628

— US DHS (Department of Homeland Security)

— US NRC Regulatory Guide 5.71

— API Standard 1164 Pipeline SCADA Security

— AGA Standard 12 “Cryptographic Protection of SCADA”
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IBMI&. Thought Leadership White Paper ‘IBM Point of View: Internet of Things
Security’ [ZEWT, 10TV AT LIZEITEH7— ﬂFT@?"’v L‘Z\E&'IZ#:LUT»#‘J%’EW
BLTWETD, . |

A — 05 Imtegrity
B — Authentication/Authorization
_ C — Data Security
information Gathering, Data Leakage D = Anomaly Detection
Rogue Clients, Rogue Devices E = APl Sanity and Privacy
Dental of Service F - Secure Development/Delivery
G = Secure Design and Testing
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IBM Secure Engineering Framework
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside

your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security

€ BV security
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