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Ea"ﬁ:ul

FMFEEHAEAT(NR) BREFIVT4EE &£ & 18R (SAKO Nobuaki)
® X/ . irﬂ-i_1§%’f‘/75179“‘7—>12—ﬂ/7\-*J“—I:“Zﬁ-_\@—ﬂz#l')?'r
® I7% I ATVAATF AV TAHEY TN -TIR—TI -
« HRNOAZRTFIUT1 (HEARVAT L A=Ay - TOFY)
« HRNWEFIUT1 (FEALAN-EIR)
- MBEXIVTs (K-S AREE)
o FEELTFIUTA
« 730 FIUT1 (EADBDTIVRY-EXAF] )
> J5I0RY-ER - ISR TATBEEREMZ VWDCEE(CEID
« H@EHARIM1Y 1 laaS / PaaS / SaaS &%
« @BIHARZ1Y : AWS / Azure / Google Cloud (GCP) / OCI / Alibaba Cloud &7 D FE kR
« Docker / Kubernetes, N\—Y 3 EE(GitHub: &)
> EERABREINRITOERVEATHY., LBRITEEVWIELNEBAD. AHDOBRICIITELENTY

wm

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. Nﬂ 2
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ZEZ6t*aUT1LE

B+ 71 [security]
® 1@)\0)26/1\ Y- 0 IE. EROR 2RI, MEDER - B RE, MEHIEEZTEIIL
BHREE=—ENLDIRA, B, R, HEEVOLRIEFANGHELIEL, HEEPZEMZRIFIEIL

N ISO/IEC 27002 ISMS(IEBR ZFIUTANRIAI S I AT L) TOE
& ¥1UT1(Information Security)&(d. ﬁﬁifliﬂ)lf/(_F’é%ﬁh@“%Lt(%ZIKGDE’%’IE)

. B2 (Confidentiality) LRI SNFEEDEFA T I EATERZ L, BEESNBE WL
st (Integrity)  FLVREETIRIFENTWARZ L, ESINKR NI E
- A (Availability) WD TCERRILTITATERZE, A—ICBANYIT9TITBIE
® F(I, BHRICUTOLIEEFEEESHAIENTETRILEINDOIUEFE)
B IF % (Authenticity) I RIERGICZOAN-EDTHBIE, BRI DL
: EﬁLEJT\I?E (Accountability) L ERERIEPEREENTCEAIL, OX VI T3
- EHFRBHIE (Non-Repudiation) Ifﬁb‘bﬁb‘atu‘:l_lifé’fﬁb\u‘: BLLETIRETEL
- {SHE1E (Reliability)  BELUEIFINA&REIZR T 2L, TRILT B

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. N-{I
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EZELlE

BUX1UTAE RO=ZERDNFHEIISECLHELLD
® FHNTEE
® TNEENTERL
® ZENENTLAHETEE
> Information Technology(IT) {82 - VAT LIV IZT DR, SFANZTEE (L, [BHRTHS

B ZE]EE?
@ URAVEFRAEIEZERDIE, (BEHREF1UT M)
® ZFICITPLZELESE, £REF, ERBERO=D208IEN’H2, X3 L0EBEWICE, BEAQLENER
EPHEEEEUPHTIOBALY, HAWIIREBAFEETEIEEWND, FEXE, BOEIEELS, BLL
[FEIDTIEEEVND, EVWOIFEEDRLZRL(BUVA)EER, BBOD—FITH2. BRIIAENEERIOE
FNBIENZ NN, BE)DEBRBEGIEINLD ZREEEZXFILTEZRBLESE, IREICEEITIEZR

B, DRICIEFEICHIREEINBLFROABVWALTHD, (HEXERELH 5 2 i)
> %}ﬁé%gi L/‘ ;(j-%éﬂyjt\ U Za:ly I\D_}bﬁjéﬂ\gtﬁ%% Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. Nﬂ
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https://kotobank.jp/dictionary/security/2/
https://kotobank.jp/dictionary/sekaidaihyakka/251/
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IPAD | 15REZF1UT110KE R 2023

M2022F(CHRELETFIVTIEHR PR EBOIRAGENGB A EE L. BEICKYIBRLT(F
® EATIE 104ZICT TV I RED AN Y FEKRICKBEFHREE | H2018FELUKDITVIM1Y . ulIBE UtERE
® HH T, 10MLICIEROL IR (FUF-TT9VRY-LR) |H2018ELLSEDTIVTA Y. fblLFE 1AM

[Eug:ELiva fBaA JEfz ik BIENEL
ikivd T4y VT I & BENERFDFEE MiL IV LIV ICEBHEE 143z
v Ry EOFEE-RE-TY 21 YIMFI-V05B R xBALEKE 3L
3L A=)V PSMSEZfFE -1 E B - FFROF AICLEEHEK 3Mi R R I E(C LSRR IERD T A PALYA
AL ILIYM-FIEROAREF A Afis AEBAREICLDERFAL 5L
51 AR F DR IER 5L TUI-0%DZ1-) NI GEEAZIETKRE Afi1
7z RETFPTVCKBAN-FIAVFIBENDEE 61i BETOTSLAOAREIZEIRE (POT1HE) 711
611z BESICLBZT1VT -3y M EEER p4ia EIRIAA-IFERIC S 2B 8RR E 811
811 15-29 b EDOY-EANSDE A EIRDTFE 8fif fEss X SRIBIRD LRI B E M 611
101z 1I9-2Yy b EOY-EAADAIEDT 1Y 9fiL RERBLCLBERBAVEFDOHRE 101z
B4 VIV IR RKEDRHFERICLDEHMWE 101iL PROELIRR FYY-T59VN-ER) P48
9fiL AF-29 NV F VT DRIEF] B B4 FHABHITEEBOES ICHIZEHKFL 9L

> BIEFAER. HATE300ADAN8I% NIV DA EIAICEET 2T -YEZEICNL T TCHI L ERE

B |53 UFA10K BB
o - B EFIVT 10X 2023 | IPA Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NRI 6



https://www.ipa.go.jp/security/vuln/10threats2023.html
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OWASP®D[OWASP Top 10/

B Open Web Application Security Project (OWASP) Hh/~Fd BhE5514 L1108 B

o ERIDMIBIENSAELEABNE ENE
® VK-V rDERICESEURIDEA (F5IROT IR

b (VAT LBEOTE - FERNSHRICLHERIL)

SREIA, Logd)T1TSVURETE M)

® EEDEMATERZY-NYMRUIIANIA-YIY (N170Y-ER{L THRELBENZ )
> ZRIGTEEZNTEDTC. BICEBOMN YRR L OIERERETITINENHD

A0
A02
A03
A04
A05
A06
A07
A08
A09
A10
tH #

OWASP TOP 10<2017>
AVI19Y3Y
SREE DA
B IERDEE N

XMLAZBIVTAT15 8B (XXE)

TOEAHE DO
NEYLEFIVT1ERE

JOAYA LRIV TT1204 (XSS)

BETRVNT YT IAE-Y3Y

BERI OS5 THB IV R-FY bOERA

R4 HEOX VT EEZFVVY

AO01
A02
A03
A04
A05
A06
A07
A08
A09
A10

OWASP TOP 10<2021>
72 AHE DA
REYBESk
O NEY
BENERINBNRLRERET
TEYBEXIUT1ERET
NG AP e S
Al & FREED
YINIITET-IDEEHOTE
¥V T/0TEEZIVY T O
Y=Y ARUIIARTA-I1Y (SSRF)

: OWASP TOP10A'6&02/E55 1 LY FEFTIS | UBsecure

A EEfL
5
3fi
iz

NEW
6fi
9fiL
2fiL

NEW

101i

NEW

2017 2021
= A01:2021-Broken Access Control
~~_—> A02:2021-Cryptographic Failures
A03:2017-5Sensitive Data Exposure A03:2021-Injection

A04:2017-XML External Entities (XXE) g (New) AD4:2021-Insecure Design

A05:2017-Broken Access Control - > AD5:2021-Security Misconfiguration
A06:2017-Security Misconfiguration > A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scnpting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-In ializatio {New) AD8:2021-Software and Data Integrity Failures
A09:2017-Usi g C mp ents with Known Vulnerabilities ~ > AD9:2021-Security Logging and Monitoring Failures*
A10:2017-Ins ent L ogging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

@ULUHSD

https://owasp.org/www-project-top-ten/

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NRI 7


https://owasp.org/www-project-top-ten/
https://www.ubsecure.jp/blog/20221207

BHREXIYTAIVR-I DR TENREI IV EFIYT1EHRE R

Re 59 1Eh @Zgg_c‘:’éiﬂé

BCVE(X @55 485 F)
® MITREENEET 32— RAFHINTWBTZF1UT1E5EDY A

H 8

ﬁ?%tlﬂo)w/\“yﬁ‘—\ TXIUT10%E, VY -FHEBIACVER SR (CNAE LTE R, R
cDU:(Mb BRIBEHRNS. BEBOFAEITEZTOFIMNIZYE T A EEIETE. WEREARET

CVE ID CWE ID # of Exploits  Vulnerability Type(s) Publish Date Update Date Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
Level
1 CVE-2022-23307 502 2022-01-18 2022-07-25 - None Remote Low ?7? Complete  Complete  Complete

CVE-2020-9493 identified a deserialization issue that was present in Apache Chainsaw. Prior to Chainsaw V2.0 Chainsaw was a component of Apache Log4j 1.2.x where the same issue exists.
2 CVE-2022-23305 89 Sql 2022-01-18 2022-07-25 6.8 None Remate Medium Mot required Partial Partial Partial

By design, the JDBCAppender in Log4j 1.2.x accepts an SQL statement as a configuration parameter where the values to be inserted are converters from PatternLayout. The message converter, %m, is likely to always
be included. This allows attackers to manipulate the SQL by entering crafted strings into input fields or headers of an application that are logged allowing unintended SQL queries to be executed. Note this issue only
affects Log4j 1.x when specifically configured to use the JDBCAppender, which is not the default. Beginning in version 2.0-beta8, the JDBCAppender was re-introduced with proper support for parameterized SQL
queries and further customization over the columns written to in logs. Apache Log4j 1.2 reached end of life in August 2015. Users should upgrade to Log4j 2 as it addresses numerous other issues from the previous
versions.

3 CVE-2022-23302 502 Exec Code 2022-01-18 2022-07-25 6.0 None Remote Medium 777 Partial Partial Partial

JMSSink in all versions of Log4j 1.x is vulnerable to deserialization of untrusted data when the attacker has write access to the Log4j configuration or if the configuration references an LDAP service the attacker has
access to. The attacker can provide a TopicConnectionFactoryBindingName configuration causing JMSSink to perform JNDI requests that result in remote code execution in a similar fashion to CVE-2021-4104. Note this
issue only affects Log4j 1.x when specifically configured to use JMSSink, which is not the default. Apache Log4j 1.2 reached end of life in August 2015. Users should upgrade to Log4j 2 as it addresses numerous other
issues from the previous versions.

4 CVE-2021-44832 20 Exec Code 2021-12-28 2022-07-25 8.5 None Remote Medium 777 Complete Complete Complete

Apache Log4j2 versions 2.0-beta7 through 2.17.0 (excluding security fix releases 2.3.2 and 2.12.4) are vulnerable to a remote code execution (RCE) attack when a configuration uses a JDBC Appender with a JNDI
LDAP data source URI when an attacker has control of the target LDAP server. This issue is fixed by limiting JNDI data source names to the java protocol in Log4j2 versions 2.17.1, 2.12.4, and 2.3.2.

5 CVE-2021-44228 502 Exec Code 2021-12-10 2022-07-22 - None Remote Medium Not required Complete  Complete  Complete

Apache Log4j2 2.0-betad through 2.15.0 (excluding security releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, locg messages, and parameters do not protect against attacker controlled LDAP and
other JNDI related endpoints. An attacker who can control log messages or log message parameters can execute arbitrary code loaded from LDAP servers when message lookup substitution is enabled. From log4j
2.15.0, this behavior has been disabled by default. From version 2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1}, this functionality has been completely removed. Note that this vulnerability is specific to log4j-core and
does not affect log4net, logdcxx, or other Apache Logging Services projects.

MITRE | CVE Details

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved.
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https://www.cvedetails.com/browse-by-date.php
https://www.cvedetails.com/browse-by-date.php
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CSAD[ VI RIVEI-TAVIDEKRER, - INITIvI1LT V]

B Cloud Security Alliance (CSA) A#E(C 1 BAEHLTWAIITFDITDEE
® V3R TO/MFERDIVFVINTHYET, FIAELZRDEDNIEZ TS

® JATLELTERRELIIVRIABOARL-YavHssa (BEERNEVPHREIA. ,L,\Wa&:)

> JIIRZDEDADBZREZ(T D ELLEH>TETNBESH, IRIEDCSATT I R T ESR
RADBRTATITATA LTV IvIVELUTILALBOERE, o0 ETHVV N
EFIT B VT~ T I~ Z\’JAPl & e o
BEIAC B BEES y

77'7"'&:\::“)7{0)) #T??Vtﬁkﬁﬁwiﬁﬂ " (PAMPEMIE n:;:u
X177 TRV IRIITHFE . 5
X217 TEWVT-FN-T1-DUY-R
YATLDRAETE

FRNDITIT I F
F-NLAPIVTFI-70-FOERIAVIIATO1
10, EHEIBIETE. \YH—EAPT

11. 939 AN-IT -5

OoOoNOU A WN =

HH  JI9RIVEI-TAVIDEKRZR I\VTIvI1L TV 2022 | CSA Japan

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NRI 9


https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2022/11/top-threats-to-cloud-computing-pandemic-eleven-060622-en_us-ja.pdf

BHREXIYTAIVR-I DR TENREI IV EFIYT1EHRE R

MITRED | MITRE ATT&CK® |

B MITRE ATT&CK®(NA 5 —+7H5Y7: Adversarial Tactics, Techniques, and Common Knowledge)
® MITREfLDEIET %, IREDERIICE DL MM ETIZvI(EBR)DFTLYIN-
o ER MMT IR, EIT. kifefb. HEFEIE. BRLGEATOLAT, EOLILBENTONEZNMNT-U1L,
Hﬂlﬁ%@%ﬂT}&T? ‘J7€'%[l%u_2:? t“(DJ:D?Lk FJZ(JT %’ic‘:éh‘,u L. ,\TZISE’JEW l_,%tb AD

Maver

{622 (Reconnaissance)

W& RF%(Resource Development)

#EAT7 U A(Initial Access) X EBH(Lateral Movement)

%E1T(Execution) V£ (Collection)

Kt (Persistence)

JYY REFIEI(Command and Control)

1R F 1% (Privilege Escalation) : FOREIR#R (Credential Access) 5 (Exfiltration)
¥£F (Discovery) F2Z (Impact)

BhfE [ElEE (Defense Evasion) = —

i
152 : MITRE ATT&CK | MITRE Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NI 10



https://attack.mitre.org/

#1HA7 Ut A (Initial Access)
e NETTVT-Y3avDER
- (SHERBROHIMEHMOER
« JI3IRTHIYEDEFER

% {T(Execution)
o 1-Y-DRBIEFH
k%2t (Persistence)
« THUVDERE. 7ERX
o NIIAA=INDIEEHIAH
« J39RTNIYRDEFER

*EBEE@(Privilege Escalation)
« J3URTHIYEDEER

Fh1E7[a]58% (Defense Evasion)
- FWOESNb, OV DEE
« JIO9MYISDEE
- RERY-YIVOF
- RERIBEROFH

H 8 : |aaS Matrix | MITRE ATT&CK®

> WEZRQITHIY b EBAEDG

BHREXIYTAIVR-I DR TENREI IV EFIYT1EHRE R

MITRE ATT&CK laaS Matrix (2R laaSte#hR)

« JI9RT7HIYDEFER
REE 5 %R (Credential Access)
o TI—FIA-2R
« WebFEEIEHRDEHE
« ZERFPIEVITIALDFEIT
o XYNT=TT1vIVT
o REINTVWEVEREEIER

¥£5R (Discovery)
« JITRTHIYDRE

« J39MMYIS Y-EAR ATII
JRARL=I, 2y bI-IDIRH

« RYRNI=DRAZWIT1VY

« YIRNJITD4ETE

« BEEIVY-IADTIEA

« BERTITARBOEE

o NAT-FRUY— HERDEE

FELEOET B

7K &R (Lateral Movement)
- RERIEROFH
INEE (Collection)
- BENNE
« URIYRIT-5DZZER
« ATITTRAM-YDEFER
« AT-IVIBREBEADOIE-
55 H (Exfiltration)
o WTPAVYINT-HHE
%%(Impact)
. T-HIDHIE
T-9DES (SUYL)
. T-IDHEA
o I‘/Ii‘/“ri"r\/w—t‘j@#é;é
o XYRI-IY-LADIES
o JY-ADAIEF] A

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NRI 11


https://attack.mitre.org/matrices/enterprise/cloud/iaas/
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39XV T1DERS
BAYTLIRETTIRTE, FRNEEEER)ETHEE,

BZDEEFR-7IUCARE - ASEERDENDL, BEEEEMHEIERTLS,
® fVTLIR
- FMIAENEREL. WEBIICEALERYRI-IT7IEANBREIN, AEERE R EEEF-LTHRHEINBIENZ ),
« YIEBXYRI-TRNICVWEEZEYTEUNRELH, BRECEIBVMEEINEFELLURONTES,
® /5K
o JOINMINWEEL, HRBPENSTETITATE, FIBEEDIER - 3R ERE CHEIER R I ITINA-TVICES,
o JIURRIBTE. 19—V EICVWBE/ 2B (CIEE CEEEELAATDITRE,

> IITRCEIBEFIVT1DER S - EHEINIBEETEENO KD,

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NI 12
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759btX1) 710 E 5518

mEG : EERBETIN
® FAEDEME : J3VUF (CHIT2 F2UT1(Security ‘in’ the cloud)
® JUNMHDEME : J5VF ‘D F21UT1(Security ‘of the Cloud)

TSy bJA=Lh FIT—=232>, IDEFIRAEE

BRSO BEOERNLGERS
® UX1UTAFIITIEEL, FE-FE- W HEAE
FEE - HNTYABEZDMD D EFICE &S 23TKRDEEa LTS

ARL—F1 ZOZRT Y NI—D. T7AT7IA—) UK

55472 MIOF—5 ‘ FYRI—ORS5T1vs
ety Y- —MOES LR
BEleF—suan Or NS RFLPA—g) | BEESE wat 7o

gE | UTTEATATITYN | sisgmg )

BZLDTITRY-EATERILET V&R,
o FAXEBOEEELTHS
o BHDEXHELITEZD

88 ¢ Amazon Web Services J0 7 ET?E;:EE:E?JI/&{;{ENJ\ EWHTEZRS Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. MI 13



https://aws.amazon.com/jp/blogs/news/rethinksharedresponsibility/
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MERELXEETI

M [aaS / PaaS / SaaS LU D as-a-Service BMERX . TV RRAT14THMES LA V-D5E 1L
@ L(V-"LCUFIUTAHEKTEIHEDNHBN. LA V-DERIE BT K - 1% 21BN R
> 2TCOLIV-EHREITBIDEH DN BDT, TI7TRAIIA-FEIL-LT-J% ;&5
HEERETN SHARED RESPONSIBILITY MODEL (Cloud Security Alliance)

(NIST SP800-145) — —
#7L laa$ PaaS SaaS IaaS K8s-aaS CaaS FaaS NoCode SaaS

IR

‘ ’ $ App definition & dev

—_—

App definition & dev

Application build & Application build & Application build &

kagin ckagin ckagin:

-y v CNCF{ packaging packaging pa g
-~ -~
~ I\} l/ ~ I\} l/ Layers Managed Service Managed Service Managed Service Managed Servi

Runtime Runtime Runtime Runtime

o AN J
Provisioning Service Provisioning Service Provisioning Service Provisioning Service Provisioning Service
O S O S \ plane plane plane plane plane

VM Infra, Audit log, Nw,
Security, Storage encr

war | weEk | meEr o S T 2 S I e S o R v S 5
— T

(] Application owner — N - Platform Provider
[ JorroaseE " Serverless

Heh . J59RAVEI-T4 0 DEALEFTTEREEEEET I | CSA Copyright (C)  Nomura Research Institute, Ltd. All rights reserved. NI 14



https://cloudsecurityalliance.org/blog/2021/02/04/the-evolution-of-cloud-computing-and-the-updated-shared-responsibility/
https://cloudsecurityalliance.jp/newblog/2021/02/09/%E3%82%AF%E3%83%A9%E3%82%A6%E3%83%89%E3%82%B3%E3%83%B3%E3%83%94%E3%83%A5%E3%83%BC%E3%83%86%E3%82%A3%E3%83%B3%E3%82%B0%E3%81%AE%E9%80%B2%E5%8C%96%E3%81%A8%E6%96%B0%E3%81%9F%E3%81%AA%E8%B2%AC%E4%BB%BB/
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KRB EXIVT1IL-LT-7

BT 7RIV - TWBAEFIVTAIL-LAT-JICBUTOLIBEDN DY, ZNTh
PAN-IREX R - WERANEXT R, i - BT Em O RR

® NIST CSF

KEIZERATTFT(NIST) F1TDCyber Security Framework(CSF)

® CIS Controls : KA VA= Fa1UT147205—(CIS) BITOTF1VT1EEE

JISQ27001(ISO/IEC27001) ICEDWEEHR X IUT1EE DL HE M

® |SMS :
® PCIDSS : JLIyEh-FZEFRF1UTAFHAE(PCI SSC) HITOITREL

BTN -EAFBIREOF1Y T R EE %
> NRITE, PAN\-EISEK (ML L. EFRERDT.
BRI MTE COXI R - 3R E(CRAEFD
CISDigfHtI BV -A%=EH

BB NRIZF2Y | [BEERINIST HAN-tFXa2UT1IL-LT-JDEERNLREN S

< FHER»
SEAIoM

«<AE»
S N-BE AT,
JECEREN SO,

ERFBIAGFAMN,

YA N-ERFRICIHE

<R »
HERERIDIZN

<HAE»
< H oA JN—IEB (e I BT

733 SRR HEERAN

Copyright (C)  Nomura Research Institute, Ltd. All rights reserved.

FERRE (C3E L)

N

(NIST_2014E#IR)

CIS Controls
(SANS_2009%1kR)

FtTE I 3EL

ISMS
(ISO/IEC_2005E#AR)

R o £

EFRERDL

<HE»
| BT

O RAEZIN I

AT UG

HBHEREA 57,

PCI DSsS

wiRtF1VTr2M

< XFHRe»

LSy h—MEIROLRE.
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https://www.nist.gov/
https://www.cisecurity.org/
https://isms.jp/isms.html
https://www.pcisecuritystandards.org/
https://www.nri-secure.co.jp/blog/nist-cybersecurity-framework
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(EEVEX1VT1IL-L7=-7%FLyIOFHH
B 1Y 7L LT- wnu*“mﬁﬁt,ttmuﬂm%@mﬁ BIFEE

I\./Z?f? (4, L 34) ] ;\/zz/ € =T0)

EdNiFOE R - 1BIRS AT LEHR BEDIBRS AT A
SEAE(C *CIS Controls
< see| [*NIST CSF o B oa NRRIL—23>
g;gﬁﬁ :#ESO/IEC 27001, 27002 MITREATTRCK Ly RF-LEE FZ

BEENERIDMREB(CHAL [BAFHFOY—IL. BEROY. [SXFTLOMHERZIT TR, | AT LDOMEFEOHEITRE
mE | O BEREF21UTIBEEN |BREF21UTEBEEDOE (A - MEOZNTNOAIENS |UT. BATX METVGHE
() AVDZok = AW i TUOERERTIC. WEC |+a YT« mitasHi

19 BBH1EIEE T 2= ST
1. SCEARI CEMEmI B 1. 4SEARI CEMfT =] A 1. sl (CBERIN AN D
2.BRIATAICBATINE (2BERATALCBATINE |21FRIATLICBATINENGD
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BHELE M - Y-EAZNRETEFIAY M
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® X757 70/\1% . Docker/Kubernetes, OS/Z L7 E%EH/N-

® LUTOE S CIEINENAFERDT, BN EEEN
o AVTFARA-IDEL, LIANDTER - IKEREREATVYY. Cl/ICDNITIMVIRE N-Y3VETE

H73Y

Cloud Provider

Desktops & Web Browsers

Mobile Devices

Network Devices

Server Software
- Operating Systems

Server Software
- Other

Security Metrics

Virtualization Platforms

Other
e

CIS Benchmarks | CIS

HHROB G- Y-EZ(H)
Alibaba Cloud, Amazon Web Services, Microsoft Azure, Google Cloud Platform, IBM Cloud, OClI

Apple Desktop OSX, Apple Safari Browser, Google Chrome, Microsoft Internet Explorer, Microsoft Windows Desktop 10/XP/NT,
Mozilla Firefox Browser, Opera Browser, Mobile Devices, Zoom

Apple Mobile Platform iOS, Google Mobile Platform

Agnostic Print Devices, Check Point Firewall, Cisco Firewall Devices, Cisco Routers/Switches 10S, Cisco Wireless LAN Controller,
Juniper Routers/Switches JunOS, Palo Alto Networks

Amazon Linux, CentOS, Debian Linux Server, IBM AIX Server, IBM Z series, Microsoft Windows Server, Novell Netware, Oracle
Linux, Oracle Solaris Server, Red Hat Linux Server, Slackware Linux Server, SUSE Linux Enterprise Server, Ubuntu LTS Server

Apache HTTP Server, Apache Tomcat Server, BIND DNS Server, FreeRADIUS, Microsoft IIS Server, IBM DB2 Server, Microsoft
Exchange, Microsoft SharePoint Server, Microsoft SQL Server, MIT Kerberos, MySQL Database Server, Novell eDirectory,
OpenLDAP Server, Oracle Database Server, PostgreSQL Database Server, Sybase Database Server

Quick Start Guide, Security Metrics
Agnostic VM Server, Docker, Kubernetes, VMware Server, Xen Server

Microsoft Access, Microsoft Excel, Microsoft Office, Microsoft Outlook , Microsoft PowerPoint, Microsoft Word
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CIS Cloud Provider Benchmarks
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o dVTF Y=L A, SaaSEERE(XIH B A 58 L\D TE B X it

AWS Azure Google Cloud OCl Alibaba Cloud

Version 1.5.0 1.5.0 2.0.0 1.2.0 1.0.0
BRI S AT 2022/8/12 2022/8/23 2022/12/31 2022/4/13 2020/12/11
@ 1AM 21 33 18 13 16
2 Networking 5 7 10 8 5
® Compute VM - 6 12 - 6
Storage 10 15 2 6 9

Database - 25 25 - 9

Serverless - 11 3 - -

@ Logging / Monitoring 11+16 18 16 16 23
(B Security / Compliance - 23+9 - 2 8
=X-A8 63 147 84 45 76

H B : CIS Benchmarks | CIS
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1.7 Eliminate use of the ‘root’ user for administrative and daily tasks

?& 4;:% % IE (Automated)

Profile Applicability:
j Dj?’r}b e Level 1

Description:

=FE H H With the creation of an AWS account, a 'root user’ is created that cannot be disabled or
deleted. That user has unrestricted access to and control over all resources in the AWS
account. It is highly recommended that the use of this account be avoided for everyday
tasks.
Rationale:

¢E m The 'root user' has unrestricted access to and control over all account resources. Use of it is

inconsistent with the principles of least privilege and separation of duties, and can lead to
unnecessary harm due to error or account compromise.

Audit:

= N
%_ E 7lj— /f From Console:

SN 1. Login to the AWS Management Console at https: //console. aws.amazon. com/ iam/
/ j—JI/ 2. Inthe left pane click Credential Report
3. Clickon Download Report
4. Open of Save the file locally
5. Locate the <rcot account: under the user column
6. Review pas= _last_ussd, access_ksy 1 last_usad dats
access_k st_used date to determine when the 'root user’ was last used.

ya = From Command Line:
—_— ;E_I: 75' ;f Run the following CLI commands to provide a credential report for determining the last

time the ‘oot user' was used:

\/ I\“a,r\/ aws iam genserate-credential-report

aws iam get-credential-report -—gquery 'Content' --gutput text | basegd -d
cut -d, -f1,5,11,16 | grep -Bl "<root account>’

Review password_last_used, access_key 1_last_used date,
access_kesy 2 last_us=d date to determine when the root user was last used.

28| Page
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Note: There are a few conditions under which the use of the ‘root’ user account is required.
Please see the reference links for all of the tasks that require use of the 'root’ user.

Remediation:

If you find that the root’ user account is being used for daily activity to include
administrative tasks that do not require the 'root’ user:

1. Change the 'root’ user password.
2. Deactivate or delete any access keys associate with the 'root’ user.

**Remember, anyone who has 'root’ user credentials for your AWS account has
unrestricted access to and control of all the resources in your account. including billing

information.
References:
1 httle //docs.aws.amazon.com /IAM/latest /UserGuide/best-practices.html 5/&% % U R L

2. https://docs.aws.amazon.com /IAM /latest /UserGuide/id root-user.html
3. hitps://docs.awsamazon.com/general/latest/gr/aws tasks-that-require-root.html

Additional Information:

The 'root’ user for us-gov cloud regions is not enabled by default. However, on request to
AWS support, they can enable the Toot' user and grant access only through access-keys
(CLL API methods) for us-gov cloud region. If the 'root’ user for us-gov cloud regions is
enabled, this recommendation is applicable.

Monitoring usage of the 'root’ user can be accomplished by implementing recommendation
3.3 Ensure a log metric filter and alarm exist for usage of the 'root’ user.

CIS Controls:
Controls
. Control 61|16 2163 ontro
Version
5.4 Restrict Administrator Privileges to Dedicated < ~
Administrator Accounts 10N
v Restrict administrator privileges to dedicated administrator accounts on o
enterprise assets. Conduct general computing activities, such as internet browsing,
email, and productivity suite use, from the user’s primary, non-privileged account.
v7 4.3 Ensure the Use of Dedicated Administrative Accounts .
Ensure that all users with administrative account access use a dedicated or
29|Page
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AWS Security Hub Google Cloud Security Health Analytics (Security Command Center)
- AWSHE. CIS v1.2.0/1.4.0, PClI DSSZEICH S - GCP CIS v1.1.0, PCI DSS. NIST SP 800-537% & [CHF it

505 Google Cloud P
CD AWs EREF21UFADRANTFI7 4 Av1.00 CIS AWS Foundations Benchmark v1.2.0 S Al

@ security Health Analytics Dashboard

g DA asss  Pnomes
¢ Recommendations
. = @
o Saws  FindngTrpe Arcommencatan Aethe Severty 1 Benctmaris
NON_0RD SAML MEMIER Corperate g credentiss sheuld be used insiead of Gmell acceurts [ 1510
g GPEN FIREWALL Faewallrles shoukd ot allow comnections from ail 1P addresses [}
® PEN_ROP_POAT Feewall rkes shoukinot sllow ccrnections rom all I addresses on TCP or UDP ot 3389 voom T
mani MRERTTS manie MRERRTS - el s st s e a i
PR BUCKET_AGL ge taskets shoukd not be an @ 1581
o ©  PUBLC COMPUTE MiAcE e imeges shoukd ot be i []
PCIDSS v3.2.1 3 o  Pumc [
PUBLIC_ P ADORESS Vi shoukd ™
) Clows SO dotal [ 15:82
S0L_NO_ROOT.PASSWORD MySal databos: hould ot allow anyere e connect wil [} &
©  SOLWEAKRODTPASSHORD [
S5L_NOT_ENFORC [] o
WEBLULENABLED [] 570
nmic " 25_WOT_ENFORCED o 1512

Microsoft Defender for Cloud(IBSecurity Center) OClI Cloud Guard
- Azurel B CIS v1.1.0. NIST SP 800-53% & (X it - OCI#H. CIS v1.1.0G XI5

cloud X

Dashboard > Security Center | Security policy > Security policy » Add regulatory compliance standards

Add regulatory compliance standards X Cloud Guard Problems

A problem is any action or setting on a resource that could potentially cause @ security threat. Al list scope and filter settings are persistent and will remain in place until they are cleared or reset. Learm mor

Click Add on the standards that you want to add to the regulatory compliance dashboard and then assign it to the subscription.

After completing the assignment , the custom policies will be available in the Regulatory compliance dashboard. Problems = a T 8 e a e },‘;f’sltj,c =]

Name TL  Description T Responder Acti T -

Azure Security Benchmark Track Azure Security Benchmark controls in the Compliance Dashboard, based... el

Dotector Reciy

NIST 5P Track NIST SP 200-53 R4 controls in the Compliance Dashboard, based onar.. Managed List iy i

UK QFFICIAL and UK NHS Track UK OFFICIAL and UK NHS controls in the Compliance Dashboard, based... Probiom tavie | Fisklorels | DofactorDos) | Meowaee i sl Latele Pl Dytected L Dot
Canada Federal PEMM Track Canada Federal PEMM contrals in the Compliance Dashboard, based on.. o e ki B i bty i ot b otk bl i

AP1 kay Is 100 oid Medium Configuration ib 54 e root)  US East (Ashbum) | CIS_OCI_V1.0_IAMJAM,CIS_OCI_V1.1_IAM | Thu, Mar 4, 2021, 13:48:42 UTC Fri, Aug 13,2

Azure CIS 1.1.0 (New) Track Azure CIS 1.1.0 (New) controls in the Compliance Dashboard, based on.. Soong RGeS c‘r";lu'm" =7 : 108 . N ru::: o

WIFT CSP CSCF v 0 Track SWIFT CSP CSCF w2020 controls in the Compliance Dashboard, based o...
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