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> CCM (Cloud Control Matrix)
DCSANRET V5V FeFa T4 EERE
P1I7TRAAL 2, 197TDEEEK (V4.0.5)
> CAIQ (Consensus Assessment Initiative Questionaire)
dDCCMDEZEaY bO—ILORBTETL—U 5L,
FxvP )X KME
> B R
>261E (v4.0.2)
> CAIQ-Lite
> CAIQOD#i&/INifv
PUTDAEFIZEDCEEINT-AAE
1. CSAKEBIZEWNT, CAIQ-LiteMEFITFHN—D 3 VEEEL, AVN\—RTHELATHAEZEE
2. VI3 Y —EREZFHMT AFAENSD T4 — RNV I EAF

3. 600AUEDITEF 2 T4 EMRICKHMEA DT EITL. V57 FH—EXDFEZ1T 5 BRIZCAIQD &£
s DEBAERLETIH O EE

AT . -
oM Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance jo/ 28
@ sopan chapter < TEE



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

CCM. CAIQ. CAIQ-LiteDFIEZ (4DDHRA > k)

1. 25 (f#&H)
- BERAFMATEWNGS. BHETHATEE
« CSADOTIIHA AL BEBREIZAD > O— FAEE
« BARBRIICSAD Y NNODITTHA EhALBERIZAD Y A— RA[§E
2. Jao—n\)L
o JB—NILITEAYT S, V7a—/NILICEILABS TIRE
(CCM V3.0.1%°CAIQ V3.0.1[F 10N EZE I FER{R3E)
. g%;ﬁwtﬁﬁbfméﬁﬁﬁsﬁ—btt#lU?4%$TﬂﬁbtW§€%ET%
-~ Al e
3. V750 FtEXxa T 4I%E
« RHEINTUVWEIEERLGEIX, IRTYITYFY—ERBIUEEYT 5l
c FIvOVRLEERTEHE. FxvI )X MNOBEEZEHDH Z EMAEE
4. HHAME
o HOFM@EMERZELBT SY A L (STAR Registry) ZFHE., STAR Registry 3 (& THI AT &E
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CCMOAZE (1)

ALY EEED H—ERXETIL T—XTOF~x
AR & DRI DER LAY

‘ “ ﬁv CLOUD CONTROLS MATRIX VERSION 4.0.2
1

- Typical Control Applicability and Architectural Relevance - Cloud Stack Components

Audit & Assurance - A&A

Establish, document, approve, communicate, apply, evaluate and maintain audit and

Audit and Assurance Policy and

Audit & Assurance Proced A&A-01 assurance policies and procedures and standards. Review and update the policies and Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
roceddres procedures at least annually.
o B REORY - b EE B RO~ FIEE B O T, XEL. 6D DR i
5E - m B hra Z A&A-0I . . Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
m= ¥ . 5Pl #FELLC LB FEIELE 2T 5,

) Conduct independent audit and assurance assessments according to relevant
Audit & Assurance Independent Assessments A&A-02 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE
standards at least annually.
) IR DI LD EID. BET HEMEICHE - TRV LSRR S L Rl s =0
BE - i Jo a7 L 7= A&A-02 ; z N == - Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

Perform independent audit and assurance assessments according to risk-based plans
Audit & Assurance Risk Based Planning Assessment A&A-03 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

and nnlirias
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CCMOAZE (2)

xt k& /AR P SRR

Organizational Relevance

C b t Architect Supply Ch L
Data ybersecuri Internal Audit renitecture Operations |Legal/Privacy | GRC Team upply Chain anguag
Team Development Management

TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

EN
TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EN
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EN

) TEZEEIR) DI7sIZ—ICLY, THEXZE [EFE HBUE TF@H] DERHT,
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CCMORN S

REERITOHA K

€)

12

5

REEMIT
vz B Ol i B (%

OOVl CLOUD CONTROLS MATRIX v4.0.10

< Ouiti'3.

Control Title

Domain

Control ID

Control
Specification

Audit & Assurance - A&A

Audit &  Audit and Assurance

Establish, document,
approve, communicate,
apply, evaluate and
maintain

audit and assurance
policies and procedures

and standards. Review

Implementation Guidelines

Both the cloud service provider (CSP) and cloud service customer (CSC) should develop a "customized integrated framework" of audit and assur
This framework should incorporate/demonstrate compliance to leading industry standards and self-imposed business requirements while providi
controls to assess the respective cloud environment and corresponding services.

At a minimum, audit and assurance policies and procedures should include:

a. Audit and assurance functions indicating purposes, responsibilities, authorities, and

accountabilities to ensure organizational independence, professional care, audit objectivity,

A&A-0I
Assurance Policy and Procedures and update and proficiency,
the policies and b. Audit and assurance plans,
procedures at least ¢. Audit development policies and procedures to determine criteria and assertions against which
annually. the subject matter will be assessed, quality assurance and supervision, sufficient and appropriate
evidence, in accordance with commonly accepted frameworks and audit best practices,
d. Audit reporting to communicate audit results and findings,
e. Follow-up activities to monitor audit findings implementation progress
B - REOA Y S IEH—ERAFONAE (CSP) £S5 I FF—EANAR7 (CSC) MEIT. BEEERIAORY - EFIBICD2WT MNRA71XENT
-k FILEEC RITTHE, 3
COVL—L0—-013. EIFVFIRRBELAET AT —EAEFMRT A OIC, EEREOENGIEEERBELGHS, TETRREE LGNS
PLTHL, XE & @aRL/ERIAETHS.
B b, e, 2 BE - REEONY L -RUFHII. BB UTESCRETHS
"E R BERIEORU  pgag B Wil MEED el T ok SMOGEE. BEOBRE. REELERT 00, 560, BE. BR MAREALETLLLE P RIERN
: Y ER L EBEIDL b BT H & UHRIEEEL
Ea—-F%, CHEARVFOCNLIBERUIRTAETSLOORERMAHREUFIE. aBERIELUVEE. —REICAEFLCEOINTLIL— 40
DF 1 ANITHE - ToEEHL
« » ..| Introduction | CCM | Implementation Guidelines | Auditing Guidelines | .. & : [«] [
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CCMORRZE (4)

BEEERTOHA FSa4 Y

OO M |CLOUD CONTROLS MATRIX v4.0.10

Control Title Control ID Control Specification

Audit & Assurance - A&A

Auditing Guidelines

Establish, document, approve, communicate, apply,
Audit & Audit and

Assuranc  Assurance Policy A&A-01

evaluate and maintain
audit and assurance policies and procedures and
e and Procedures
standards. Review and update
B BEHEOFU - FIBLEE[ZDWTHEIL, X

EE-f EE-FRIOTY ARA-01 . &FE. aiaxz=T—3 a3, BH. FE. #HF

& Y- tFRE ELH L LEIELEa—F 5,
Audit & Conduct independent audit and assurance
Independent :
Assuranc A&A-02 assessments according to
Assessments
e relevant standards at least annually.
o Ll EHEIE, BETLEEIC-THRILEE
BE R Lo lrmE  AGA02 BEUREFEERETS.
Audit & Risk Based Perform independent audit and assurance
Assuranc Planning A&A-03 assessments according to
e Assessment risk-based plans and policies.

URIR—ZDFTEERY > —IZiE->T, B LB

E= s :__ =
EE-R URIS-ZDOHE A&A-03 ECLFIEFAEZEETS.

|. Examine policy and procedures to confirm content adequacy in terms of purpose, authority and accountability, responsibilit
communication, reporting, and follow-up.
2. Examine audit charter and determine if independence, impartiality, and objectivity are guaranteed.

3. Examine policy and procedures for evidence of review at least annually.

LY —eFIREEGFL., BH. #REEFEE B BfE. D227 —-Y a3 @S Px0-7F+ OS5 ME
T5.

DEEEEAHEMEAL. EIM. AFME. FEMESFRESINT L 20 E I0FHET S,
3.h#tEFHmERLEL. LU CEBEIR. LE 2 -DIENEEET A,

|. Examine the process to determine standards and regulations applicable to the organization's systems and environments.
2, Determine if the organization maintains and reviews a list of such standards and regulations.

3. Determine if senior management exercises oversight over the independence of the assessment process.

4. Determine if the audit plan is informed by previous assessments, and is scheduled on an annual basis.

L0 AT L BEIGERZ N EE - RBERATS 200 0 A5 @IET 5.

LB TOL TR LRNO UL EHEFL. LE2-LTLEDEINERERT 2,

3 LRREERSFE A ACRIMEREL TL Al Y 230 ERHRT &,

4 BHEStEY. AIQOFE,r SEREFTHEY, FRN-—IATHBEINTLA2DEI0THHT 2,

|. Examine the process for determining the risks applicable to the organization's systems and environments.

2. Determine if a list of such risks is maintained and reviewed.

3. Determine if senior management exercises oversight over the applicable risks.

4. Determine if the audit plan is risk-based, and is scheduled on an annual basis.

LMD 2T LERBIGEAZNS VA EFRET S IO LAEMIET 2,

2TOLITUROO) ZLERIN, LEa-—FhTLWEarEI20ERHET S,

E T 3 HBEEMO ST AU RAVEEBL TLANE SN EHIT 5.,
ABEEHEN Y AN 2 THRY, ERN— A THBES AT LAY S F LT S
« » ...l Introduction | CCM | Tmnlementation Guidelines | Auditina Guidelines |J Scane ... (@ [a] [

vy A "1
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CMORZAE (5

fhEEL DTV ELY KEyL0v

. . '."‘ CLOUD CONTROLS MATRIX v4.0.5

CIs v8.0

Control Title Control ID Control Specification Contrel Mapping Gap Level Addendum Control Mapping

Audit & Assurance - ALA

Establish, document, approve, communicate, apply, evaluate and maintain Recommend the full ¥4 control specification to be used to close the gap.
audit and assurance policies and procedures and standards. Review and update Portion in the mapped control(s) contributing to the partial gap, that
Audit & Assurance Auditand Assurance Policy and AZA-01 the policies and procedures at least annually 8.1 Partial Gap is, covering in part the V4 control: Part
Procedures (8.1) "Establish and maintain an audit log management process’,
"Review and update documentation annually’.
Conduct independent audit and assurance assessments according to The full ¥4 control specification is missing from CISv8.0 and has to be used to close the gap.
relevant standards at least annually.
Audit & Assurance Independent Assessments ABA-02 No Mapping Full Gap No Mapping Ful
Perform independent audit and assurance assessments according to Recommend the full ¥4 control specification to be used to close the gap.
risk-based plans and policies. Portion in the mapped control(s) contributing to the partial gap, that
Audit & Assurance Risk Based Planning Assessment ARA-03 7.2 Partial Gap is. covering in part the V4 control: (7.2) ‘Establish and maintain Mo Mapping Ful
a risk-based remediation strategy’.
Verify compliance with all relevant standards, regulations, legal/contractual, The full ¥4 control specification is missing from CISv8.0 and has to be used to close the gap.
and statutary requirements applicable to the audit
Audit & Assurance Requirements Compliance AZA-04 No Mapping Full Gap Mo Mapping Ful
Define and implement an Audit Management process to support audit The full ¥4 control specification is missing from CISvE8.0 and has to be used to close the gap.
planning, risk analysis, security contraol assessment, conclusion, remediation
Audit & Assurance Audit Management Process ABA-05 i ST T T P e G S A S T AR No Mapping Full Gap No Mapping Ful
Establish, document, approve, communicate, apply, evaluate and maintain The full V4 control specification is missing from CISvB.0 and has to be used to close the gap.
P @ risk-based corrective action plan to remediate audit findings. review and

fthE#E . CIS, PCIDSS, ISO/IEC27001/02/17/18, NIST SP800-53 rev5, etc.
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CAIQDODARZAE (1)

CCMOayv bOo—)L%& . - .
WEIZIHE L TEHODE CSPHAE &L L /=#E8&

BICHfELTWS ZRCE

Ml u CONSENSUS ASSESSMENTS | IVE QUESTIONNAIRE VERSIO

Are audit and assurance policies, procedures, and standards established

A&A-01.1
documented, approved, communicated, applied, evaluated, and maintajifed?
ARALL  EECEIORUY- FiE SEpEsSh. Y@k R HE Bl HE e -
: FNTEmT
ASA-OI
Are audit and assurance policies, procedures, and standards revieweqand updated
A&A-01.2
at least annually?
ASA-OI
A&A-01.2 BSEE - REER ) —, FlE EEILGLEBFIMREDS N, BFRINTL A
AZAOLI Are independent audit and assurance assessments conducted according to relevan ASA-02
' standards at least annually?
HRT7 LT BEES L UHREID SIS, BT B 2E(C4E - T EBEIRIThNTLS s
A&A-02.1 7
ARA03I Are independent audit and assurance assessments performed according to risk- ASA-03
) based plans and policies?
ARA-03.1 1057 LB E CREIOFHES. U N ATOREL )Y -TEDTIFNNTLAS AZA-03

cloud
Vot =g Ui Vo diSO R
DM\ ’
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CAIQODARZAE (2

2CAIQMD H 5 L
>CSP CAIQ Answer :  EREIZx9 5CSPOFEMEEER (Yes/No)
>SSRM(Security Shared Responsibility Model ) Control Ownership : E1E
HEETIVICEITSHGRATEE L EETEROME
2CSP Owned : CSPHEIEEE, CSPARBAEIE
2CSC Owned : CSCHEEEFE, CSCHEREAEE

>Shared CSP and CSC : CSCECSPAEEREFLHATEEHX

>3rd-party outsourced : — K/8\—F 4 NEEEFE, CSPHAHREAFE

>Shared CSP and 3™ Party : +— F/\—F 1 LCSPHAEBREFTZHE, CSPHFREAEE
2CSP Implementation Description: csPho0#EER (FFa>)
2(CSC Responsibilities ; cscogBEFDHE

Clc
PV 7 I Vo SR | =
L Ve a WA ) Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance.jp/
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CAIQDHE  (3)

>CAIQMD AR FIRB A&
1. 2579 FFRAE
s JANAZ/D SO RY—ERDEX1Y T4 Z5HlTHE=HDDF v )R F
s JT RFAEBNIMNSF VI )R MEERT HDIEEL LY
c BLELFIAINTWND1IIL—LT =9 THACAIQER—XIZERT HDOHMEM
2. V59 FTOnNga 45
« 959 FYH—EXDBRAM
s TOAONAEINEILTTER A L (BEEEE) LI-ERZ2A6: STAR Levell:EIL D7 &
RAA b (RELIFERA)
: /715@ FRIREIE, ARBERICEOVWTITOANSMF/VZ0 M —ERADEX2 T4 %
T i
s tX AT s BEROBEIBHLELE = EDRXLOEIEER
« U5 FFIBEEISDEINEDE Z#H—1LAIEE
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CAIQDAZAE (4)

PCAIQOHEBIMGRNBAE (FE)
3. V5 FERE
c WEEE BT HRIMEL B RIDIERL
- NEEEEHE
« NEPFFMDT=-ODEBDHA F&71 b
« SNERESE R
e SO RTANA ADETIZHITAEFMEARTE L THEA
o FREL/EEEIBAMDMET (VT FERDEEM) & L THER

https://cloudsecurityalliance.jp/
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CAIQ-Lite DM B AE

U5 RFRAEBENTANAE/VF K —

e 5=HOFcvo1) X+

PCAIQIZ & B IEZEIT O DA ER L

EXDtXa1Y T4 %5

N ESE)

LWWr—2R (F

PERMGEI SR EF2 ) T4 DFHEE LTHA

> J0O/\4 FHCAIQ-LiteF FF

WTEIIL

27X AA ML, TDBHRZTEED

DI THA FEMNL AR

>STAR Registry ~ADREFTIEEL . HBIZA

£

cloud
Vot =g Ui Vo diSO R

Getting started
Octopus Cloud
Installation

» Infrastructure

> Packaging
applications

> Projects

» Tenants
Releases
Deployments
Runbooks
Octopus REST API

Administration

* Octopus Deploy Features Pricing What's New Resources Blog Enterprise Signin

Security Self Assessment Questionnaire
(CAIQ - Lite)

We use the Consensus Assessments Initiative Questionnaire Lite (CAIQ-Lite) from the Cloud Security Alliance asa
baseline mechanism to express our security posture in real terms and to provide security control transparency.

We've made this publicly available to help customers assess our security posture for their own vendor management
initiatives. Please reach out to our security people over at security@octopus.com if you have any queries.

Section Control
Heading Heading CAIQ ID Question Text Answer Notes/Comment
Application & Application AlS-01.2 Do you use an automated  Yes We automate the
Interface Security source code analysis tool detection & update
Security to detect security defects of vulnerable
in code prior to dependencies.
production? Anything that

51F : https://octopus.com/docs/security/caiq
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STARZ A4S L (1)

STAR™ LEVELS OVERVIEW STAREF Y 7 1 B3

Open Certification %

AUDIT FREQUENCY Security Privacy

STAR Level 3 Continuous Auditing

STAR Level 2

. Level 2 + Continuous Self-Assessment
Continuous

E
o
2
<
LL
8 STAR Level 2 3rd Party Certification GDPR CoC Certification
o

-

w
o)
g
2
n
%)
<
o3
@
P
[rT]
o
<
o
)
g
|

STAREEEE L N )L STARF S 1 /3L —k

cloud
CSAIC ~ccurity
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START AT S L (2)

STAR FEHAM &5 UVREE

> L)L

>JONnNA FECEE (/LI T7+
AAR)
> LA)JL2
>E=F /B AR
> LAJL3
Y E=2") > U /MENEER

> Coming soon

> ERMEEMRIEZER
LRI + LR)L2

cloud
S~ A -lf" -

LoMIC ”"””
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STARZAT 5L (3) :

STAR Registry :

Loaen about Clousd Secuity Allarce's esponse to Canidh 15

Membership » Assurance » Ed Community » About »

CSA STAR Registry

Security Trust Assurance and Risk Registry

Hums > STAR > Regitry

100 Percent IT, Ltd.

100 Percent IT offers a wide range of managed |.T services and suppart. Our success is due ta the innovation and hard work from ur team, aver the last tws
decades. Regardless of business size and industry sector, we understand how to implement the selutions you need for today and years to com,

Registersd sive: February 16, 1078

3DGIS srl

Buitt on multi-year experience in GeslCT design and GIS development, IDGIS is a melting pot of computer science, enginsering, architecture and
i kil aimed to imp We have desp knowledge of the geospatial domain, with expertise In 20 and 30 Web...

ch 03, 2020

Sy A "1
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STARL AL

FPY VNS
Ay

Question ID

AlS-02.1

AlS-03.1

AlS-04.1

AlS-05.1

AlS-05.2

CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

CSP CAIQ SSRM Control

Question

Answer Ownership

Are baseline requirements to secure different applications established, documented,  Yes

and maintained?

CSP-owned
Are technical and operational metrics defined and implemented according to Yes

business objectives, security requirements, and compliance obligations?

CSP-owned
Is an SDLC process defined and implemented for application design, development, Yes

deployment, and operation per organizationally designed security requirements?

Shared CSP and CSC
Does the testing strategy outline criteria to accept new information systems, Yes
upgrades, and new versions while ensuring application security, compliance adherence,

and organizational speed of delivery goals?

Shared CSP and CSC
Is testing automated when applicable and possible? Yes

JAa/nNA FIZ
HAtIT7F7tER

TOAONAEFDEILITER AL FOERF/NE

S

-/

CSP Implementation

Description
(Optional/Recommended)
Microsoft Azure has established
baseline configuration standards and

procedures are implemented to

monitor for compliance against these

Microsoft Azure and Dynan;i(s-
manage Security and Privacy key
performance indicators (KPIs) to
Microsoft Azure’s software
development practices are aligned
with the Microsoft Security
Development Lifecycle (SDL)
Microsoft Azure has established
software development and release
management processes to control
implementation of major changes.
Security testing is performed in the

Microsoft Azure perform security

testing in the impl tation

CSC Responsibilities
(Optional/Recommended)

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for

PRI .
ping and following a secure

verification and release phases of the software development program for

5|/ :  Microsoft Azure® Star1
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STARZ A4 S5L (4) : STARLARJL2

> CSALWRET 2 FE =F /B E AL A
> STAR Certification
>|SMS + CCM
> STAR Attestation
>S0C2 + CCM
> C-STAR
2> GB/T 22080-2008 + CCM

USRS —EXRTANASINERALTWS X2 ) T4 BEDIEE & BRI
cZdLEICFHE L., BT SO0 Y-

>AATERLTWLWAHEAIXDEGL, But.. V750 kX2l T4ELTRE
BEAZAELTHEEILHILELKRY]

https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2023/12/STAR-Attestation-Value-Proposition-20231002 J.pdf
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CAIQZEFE2 1= XU ®tIis
— 95 FY—EXRDEFX T 15

2 CAIQ (Consensus Assessment Initiative Questionaire) M #F|H

|
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1. FIALEKSELTWWS YIS FI—ERDCAIQEHEILR—FZEZUTDEE LMD

FAETAF

» STAR RegistrydH¥ 4 &kUAHO—Fk
(STAR RegistrylZ DL\ T [F k)

« CAIQZEY 57 R —ERFEFFRICEM L., FHEEREAFT S
2. VRUVBEICEVWTERZFEHLE L THVDESIN-CCMOEEEKIZZET 2CAIQD
i LAR— b ZESBRL, EXRFEZHEZ LTSN E DD ZEFEME - HId¥
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HEMT TO—F (3)

|

E-——l SEBORROMEE le—s .

CAIQZfE>1=) R U xt s [ ]
— CAIQFfiLHR— FEEANTY TV FY—ERDEFa ) T e
Sl 2 1T o 1= R DR S il

D V59 FH—ERDEX1) T AN EREBEZIRTCHELLTWEES
> FDUTOFRH—EXRZFHA
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1. CCMEBERBEYR FELTHA, | g . =

Question ID Question A
nswer
iy l f, sfs 2
H & z \ ™~ t / \ I Are audit and assurance policies, procedures, and standards established, documented, Y€
’ ! ' i & n n 7] approved, communicated, applied, evaluated, and maintained?
A&A-01.1
2 |
Are audit and assurance policies, procedures, and standards reviewed and updated Yes
at least annually?
A&A-01.2

2. CAIQFHELAR— ko fcsPcaiQ | ™
AI’]SWGI’J %ﬁﬁgﬁg L/ . 10) U Z I\ ‘:;(q‘_-l. P R
7 L CREIER LA E S & 3|l

Are independent audit and assurance assessments performed according to risk-based Yes

plans and policies?

SSRM Control
Ownership

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSC Responsil

(Optional/Recommended)  Control ID

Establish, doc
audit and assy

the policies an

AZA-01

Conduct inde|

relevant stand

A&A-02

Perform indep
risk-based plal

| Introduction | CAIQv4.0.2
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l E z { ’ |7 CSP CAI SSRM Control
1 *IJ % * , l./ L \ é 7 Question ID Question Q )
° Answer Ownership
\Y \Y —
N — 2 =7 o — version controlled system. Ba
E l \ 46 | annually and updated as need
Are detection measures implemented with proactive notification if changes Yes CSP-owned BOX'S_ Conﬁguration_ manag?"‘
> S > CCC-07.1 deviate from established baselines? baseline c_onﬁgurat_lons LEee
D — configurations are identified th
,/ 47 | is generated to document the
Is a procedure implemented to manage exceptions, including emergencies, in Yes C8P-owned
the change and configuration process?
CCC-08.1
48 |
2 |- ( S P ( A I A —ts 'Is the procedure aligned with the requirements of the GRC-04: Policy Exception CSP-owned
. n Swe r J Process?'
CCC-08.2
'Nol DER7 ZHH o
b Is a process to proactively roll back changes to a previously known "good Yes CSP-owned
CCC-09.1 state" defined and implemented in case of errors or security concerns?
50 [~]
| Introduction | CAIQv4.0.2 « D]
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CCAK(Certificate of Cloud Auditing
Knowledge) & [&7?

- HEY

« CCAK is the first-ever, technical, vendor-neutral credential for cloud auditing. This

certificate fills a gap in the industry for competent technical professionals who can
help organizations mitigate risks and optimize ROI in the cloud.

CCAKIE, 757 FEEDIHD., HIMH TRV Y —Za2— rJILGHDEKRTT,
CDERIE. EENIVSVRICEITSYRIZERL. ROIZREEILT S LEEX
B CEOARLGHEMEMREROTVEIERDF vy IT2EHLEDTT,

CCAK prepares IT professionals to address the unique challenges of auditing the
cloud, ensuring the right controls for confidentiality, integrity and accessibility and
mitigating risks and costs of audit management and non-compliance.

CCAKIEZ., V777 FDEE. #EHE. &, 7/ EUT A OO0EYZa Y
FA—IILOER, BEEEECIVIFATUVRERD YA EQAR FDERE -
B ORBIIHNT 5=HDITTO Ty aFILEBRLET.
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CCAK(Certificate of Cloud Auditing

Knowledge

« CCAKDKRIT a3y
» ISACAHMRHEF B CISA, CISM, CRISC, CGEITZ##5E
« FedRAMP 3PAO Assessor, PCI-DSS Qualified Security Assessor, ISO 27001 Leader Auditor % ##5¢c
« ISACAOEEDNEMKRECSAD Y T FEMHE FR1E
* DevOps. CI/CDD &K S GHEM/BEHFEIL—LT—V ZED
« CSAMCCSKEARN—XRI[ZL T, ThEHTT AR

« WRA
- NER - SEREEE A
c AVTSAT U RAERE
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* Certificate of Cloud Auditing Knowledge™ Study Guide

$59.00 : ISACALE ($70.00 : F£8)
CSAEBIDIEEREBRIITDEIGI L HEL DT
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CCAKEER WEIFH

Certificate of Cloud Auditing Knowledge™ Study Guide

* ISACADI T THA FLYEEA : $59 (ISACAZRE) . $70 GF&H)
Consensus Assessments Initiative Questionnaire (CAIQ) v3.1 (HAR:E
* https://cloudsecurityalliance.org/artifacts/caig-translation-in-10-languages/
Cloud Controls Matrix (CCM) v3.0.1 (B A:E

* https://cloudsecurityalliance.org/artifacts/ccm-translation-in-10-languages/
Top Threats to Cloud Computing Deep Dive (2018) (A AEE

* https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2020/11/Top-Threats-
to-Cloud-Computing-Egregious-Eleven-Deep-Dive-J.pdf

E) CCM/CAIQIE., —H&BVA. 0D (V3EDMELY) L ROLN D,
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CCAKTEREIR:

> ISACAECSAD/IN— b F—2 vy TIZEDWTER
>Study Guide, Exam
PCSA: AT IUYDRFE
>ISACA: FHERRARE D FHF
DISACAM, CCAKD FL—=2F - HBORERZIEY

SEOBATORERBEZEIZDINTIXISACAREMN? 2 ?
CSAY /N E L TIE, CSAKEMBIDIEL 7@ L TH AL eIEE
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CCAKZFIRL=95V kEFxal) T4

CCAK®D 454K

1. MREFIE. EEANEITTIEAGL, BLELFBTEHHE
4. FABENGBAEEZE-IT=-OICWE L L LMD ENE

2. CSAMMEHEL TWAHER - FHEY —I)L DN

« CCM/CAIQ, STAREESE. 729 FEBRSWTFE. V27O FEXRERT+—7
BA Tl E
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> CSA CEO, Jim ReavisIZ& %97 577 FDEE

>CLOUD1.0: miMIZITH—ERZI SO FMETHEVIFHLWLWEDRAETILORFA
(2008-2016)

>CLOUD2.0: V57 FRA T4 TDEF, DevOps,a>TF+. $—/A—L X, CNAPPZ%:
E (2016-2022HtR)

>CLOUD3.0: &£RRAIDEIZE . £RKAIE Y 50 FOMEDER (2022FE-H i)

AHDEEANZE = CLOUD1O
CLOUD2.0, CLOUD30 D EFa )T o, TNHLEDEF2 T4 1!
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