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CVSS7.0A LIZFICfEfRA /=8, E'Fx L THLALFBED

CVSSEXERIREA (CERT/CC) HHCVSSIC & 2BEEMIIZATH S EHERHINATVS

The Common Vulnerability Scoring System (CVSS) is widely misused! for vulnerabilit

and risk assessment, despite being designed to measure technical severity. Furthermore, the CVSS scor-
ing algorithm is not justified, either formally or empirically. Misuse of CVSS as a risk score means you
CVSSiE. MEHREOEMMNARLNEZANET 5L D ICEHRFTTSINTWLRICHEDL LT,
Fess s DEBEIRGTIFE YR 7 DFEfDFE L L TILKEAINTWE T,

CVSS scores severity, not security risk

CVSS is designed to identify the technical severity of a vulnerability. What people seem to want to

know, instead, is the risk a vulnerability or flaw poses to them, or how quickly they should respond to
a vulnerability. If so, then either CVSS needs to change or the community needs a new system.

CVSSIZhesstt D RLE =ML £5, X2 UT1YRITRHY ZEA,

TOWARDS IMPROVING CVSS/ December 2018
https://resources.sei.cmu.edu/asset files/WhitePaper/2018 019 001 538372.pdf
https://insights.sei.cmu.edu/blog/towards-improving-cvss/
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https://www.tenable.com/blog/you-cant-fix-everything-how-to-take-a-risk-informed- https://www.first.org/epss/model
approach-to-vulnerability-remediation
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https://www.cisa.gov/binding-operational-directive-22-01
https://www.tenable.com/risk-based-vulnerability-management
https://www.kennasecurity.com/blog/what-is-risk-based-vulnerability-management/
https://www.xmcyber.com/is-prioritization-important-in-risk-based-vulnerability-management,
https://www.recordedfuture.com/prioritize-patching-vulnerability-intelligence/
https://weis2019.econinfosec.org/wp-content/uploads/sites/6/2019/05/WEIS 2019 paper 53.pdf
https://blog.aguasec.com/container-vulnerability-management
https://outpost24.com/blog/reduce-and-prioritize-remediation-efforts-with-likelihood-of-an-actual-attack
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Reducing the Significant Risk of
Known Exploited Vulnerabilities

jember 3, 2021

perational technology

CURRENT THREAT
Currently, threat act ched increasin

https://cyber.dhs.gov/bod/22-01/#what-is-the-difference-between-
vulnerabilities-listed-in-the-national-vulnerability-database-nvd-and-
those-in-cisas-catalog-of-known-exploited-vulnerabilities-kevs

MACNICA

CISAICLE BKEVA 207 OERBEBE U X7 R— XA NDERA

Known Exploited Vulnerabilities Catalog
cKE BEREREE YAN—tFa VT A T7T78Fa )T FHER
EFRICEBRHINTWSE I EDBREINIZEHEEDY X+

21F11A3HICERN HA
BET1072H D lesstE A e E & ﬂ’(h\% (202451515 29HIR7E)
CISAD' R & 385 L 2485 LA IC ICIBHOEFEND
KE ERBATEEE IZIBH S ﬂf:ﬁf@%ﬁ’l‘i :Ham,ﬂ B (RE

BUFURLEK W #EECRETCH SR AIBE
- WEB., JSONXCSV., X —I/L@F TIEREIEH AI8EE
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

sends a clear message to all organizations across the country to focus remediation efforts
on the subset of vulnerabilities that are causing harm now

EEOIRTOMEBICHL, SESICEEZLELOLTVLWBREEDOY Ty HIHEDEE
NEERILLEVIAELX v E—VZHELTVET,

Agencies are not required to patch all CVEs. To be effective, vulnerability management programs must
take active threats into consideration.

BFHEEIE. IANTOCVEICNy F2ERATILERHY A, REMEERTO ST LEZHR
ST 2IClE. TOT A TREREZERBICANDIRELHY £,
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Bleeping Computer

IFEFICY X7 DEWEFEMEIC D W TS 5

WS BT B LA b BE T BEAA T 4 T REQRBIEA T NH A b
Y LA EEOET. NROKECEEE. 2 E— BN
- S = 2 —RAANDOPoCPrHERLICEAT A MICEE

https://vvvvvv.bleepingcomputer.com/

PoC code : fes8isnFIH%#EHEL-0—F

The researchers found that an attacker could exploit the vulnerability by sending a
specially crafted packet to the VPN server, causing it to crash and leak memory
contents. By analyzing the leaked data, an attacker could obtain the private key

used for encryption and decryption, as well as user credentials and session data.
To demonstrate the severity of the vulnerability, the researchers also released a
proof-of-concept (PoC) code, which can be used to reproduce the exploit.

In the wild : #5512 EAL-NEBHREEZRTEE

A critical vulnerability in SecureLink VPN has been exploited in the wild,
according to reports by multiple security firms. The vulnerability, which was
discovered last month by security researchers, allows attackers to bypass

encryption and access sensitive information, including user credentials and
session data. The flaw affects the latest version of SecureLink VPN on all
major platforms, including Windows, macQS, iOS, and Android.

¥ FERIEEEDBleeping Computer®EBETIE ALK REDY Y TILXETT
Written with ChatGPT
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