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RustDesk’k & MRMMZFRIE L CEIRI OV 7\ EEBE(ICIET D, Telegram TA5F
HORBRZEFHRERINE T IAMRERRY ~ T2 OB CTEEZEED S,
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e, FAKEZMME UTHIES (Easy Programming Language) RXR—XXpO—5—&
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(hE) EHDC2H—/ DB

> B data
> I downloads

20254 1H31H 0:07
20254 1H831H 0:07

* exp.py

2024 1281508 12:41

> frp
I icon.jpg
* jquery-c2.4.5-jx.profile

20254148318 0:07
20204 11H5H 22:54
2024 4RH5H 22:34

linux
linux.1

2024125290 18:33
202541816 H 12:13

> T logs
nohup.out

20254 1H31H 0:07
20254 1H16H 11112

" note

202412815H 12:34

> 57 resources
M shell.exe
> B8 snap
teamserver
> 07 third-party
> 7 uploads

20254 1H31H 0:07
2025fE1H15H 23:15
20251H31H 0:07
2024 4K16H 1:50
2025%1H31H 0:07
2025418318 0:07

> [ vshell
> 7 wscan

2025 1H31H 0:07
2025418318 0:07

= KBEZFIRHE.txt

20245 4R816H 0:41

note] HE—TFA—/—2J0O—NExploitd—RK

C27L—LT—25 (Cobalt Strike)

BMEHSNBZTTIT—23Y

FRESEOC2TIL—LT—2 lvshell]
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WEDRELE AMAREDEE

HREAETHA80LADT r/NN—tFa REOTEFa1UT v - AFILFrvT
T HEFRNEICE

® 777 ARIFHM RS /-1

20T+ AHRRD56%EE G5B ® 1. Al (34%) -

o 1Yk 1 2023E5ARAT, 40,0000y 0L 772N AYEATT A IDTT Y
1 N—tF1UF BEEORAICHLT 7R
30%NFKIE 3. PORSIDEE (27%)

¢ 7IUN IMEADALCHLT, BEL 04 FISHNITALYIwIESYIT YR
+ 105+ HRIRIIDFNI20,000 A S (25%)

O KE : Hr/N\—TF1UFHFEFRDKA 5. 7 XU —avtxauF+ (24%)
#BUI50 4L E

® H[E : A N\TBEDAIIBATr/N\—tF 21V
F1UR—EERTEEL)

EEBW

https://www.prnewswire.com/news-releases/growth-of-cybersecurity-workforce-slows-in-2024-as-economic-uncertainty-persists-302244585.html
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GitHubh1TXZ 245

Ly EF—LDKAET Y —IbZfork L&

T 1—-F%Z R

0 Product ~ Solutions ~ Resources ~ Open Source ~ Enterprise ~  Pricing Search or jump to... Sign in Sign u q:mﬁﬁgg%b‘(:ﬁ% bEI&g%iﬁE *um

 proects © Packages 71 Stas 16 > REFTLDBRET7OI—ESHNTUL S,
> Cobalt Strike®Beacon Object FilelC B4
J—REEA
> T a7+ EFERPELRELLE RVisual
StudioCProject& & AT & BEI— RN
EITINB,

(EvilSIn)

JieFeng
Oxjiefeng

Something went wrong, please refresh the page to try again.
It the problem persists, check the Git Ige 0
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2 27 LOBEZFREN DI

function VSRS a0 { ETW (Event Tracing for Windows) ME%4b
param ( KEDRY U 1—23avgENtEF1VrrHEOKRMEBNEMIEIND (LB,

[int]$ProcessId INx T. AMSI (Anti-Malware Scan Interface) €EE¥MIELI D &lc LD, ROV T~
) SECTERINEYILD T 7 OBRENEIELEIND,

# Define required Win32 API functions

$kernel32 = Add-Type -Name 'Win32ETW' -Namespace 'Drycber' -MemberDefinition @"
[D1lImport("kernel32.d11", SetLastError = true)l
public static extern IntPtr OpenProcess(int dwDesiredAccess, bool bInheritHandle, int dwProcessId);

[D1lImport("kernel32.d11", SetLastError = true)]
public static extern bool WriteProcessMemory(IntPtr hProcess, IntPtr lpBaseAddress, bytel]
lpBuffer, uint nSize, out int 1pNumberOfBytesWritten);

[D1lImport("kernel32.d11", SetLastError = true)]
public static extern bool CloseHandle(IntPtr hObject);
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